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(57) Abstract: 

PROBLEM TO BE SOLVED: To 
provide an individual identification 
method capable of preventing 
'impersonation' in an on-line service 
by executing individual identification 
in a random timing. 

SOLUTION: An on-line server 10 is 
connected through an Internet 12 to a 
user 14. This on-line server 10 is 
provided with a timing generating 
means 20 and an individual 
identification means 22. The timing 
generating means 20 generates a 
timing in which individual 
authentication is executed at random. 
This individual identification means 
22 execuies individual identification 
at random timing. Therefore, the user 
14 can not predict the timing in which 
the individual identification is 
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executed. Thus, it is extremely 
difficult that a third parson receives 
the provision of the service instead of 
the user himself or herself, that is, it 
is possible to effectively prevent the 
'impersonation'. 
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A >tf- b'Xii«^g-C* S„ 

[0 05 7] C©i^ife1tRS«:j:n{i. BX5IHS«:|CEC 
•C<lAi2SE©^a*^{b3l±S C i*ioj#e-C*S. 

[005 8] * fc. BflTfBf 3 > 

z^meac, m3mm-ewm$ a &m3 

ZAZ> ifftSL^m t . MfBfiJffl^©IR3 IHS©^Si*s 
MIBBifS©SiSifiiJ: 0 A# < ^C>JS^(c. grfB^3«a 
J; 0*t>*4«CtWEir ^ 3 > ^*Mt5f4 5f -Y 

[0 05 9] C©J; 5 fcHMKCfctifet. IX?li^a^A# 

oigr«i2ii©«a?rfi< l>, mmmmwi^^tzte 

[006 0] * fc. *^BJ«, ^ A 3 > ^i^S 

mx&zmmmriiicim?zMmvmizz a 3 
ififit-r s c i *m 4 -r s ^- > 9 a > -9-- 1- xnigg 

[006 1 ] C©«fc 5 &1#>?Ktt <fcfttf\ MyKfmmccie 
crfflAiSiiE©«JS*^b?#-5> c <t*^ffir*s. 
[006 2 ] s: fc. *^HJ«, h5IB^ 3 > 

«. «?iB^^ira*©piaMffl^aiff * i/ti»^^ 
^isi, wiB^fpf^gi*JStriB9fj£©si»i^iai4ia* 

ri,»ft»,»»^{C. Bi)IB^5«SJ:f3(gt^6«S-CmilB 
6. 
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[0063] c©j: 5fc«j&«t «t*i«. *tarc$ntfft 

l2aE©«K£ffi < "f & C i # ojfigr * 

[0064] * tc, *^bj«. maaa> 5 > ?aa&tst 
g-c&s. 

[0 0 6 5] C©±5&«/iWc«J:*itf > JRK5INflffl{Cl£; 
[0 06 6] SUB* A 5 > #Xg&& 

IC. JB7M0t?ME* A %lsV*&*Lth&l *4 5> 

^iE**st. BHfBjfeax5iB#ra*j|uffi3f3e©»*siNFiai* 

WR * A 5 > y £#6£-T SSS 8 £ 5 > . 

20 

[0 06 7] C©«fc5tt»J««:j:*itf. ^BX?|B#P^*ig 
l»t**3:HfE©«ltt**< U Jfc.K3ll*IBlJWS«r»&*tt 
BtfrDMS* ffi <tSCi # l?tt"C* So 

[0 06 8] WT. "7 - K gMDSMEf - #© A^J© 

CC*jC>r«. Bf3E«flIB#iBKll/r*>lfflEf r -5r3&SA*3 

K-r •&©■?*■&. 

[0 06 9] #&HJJ«> UfBfflASiE^-f' v buIB 

^t, **«»ci*»«i-r4fflAiaE35rtt'r*s. 
[0 07 0] c©J: 5 «fctitf » MASSE© ^ > 

$kts.Z4 s >y«:ttI^-Ci§aE7 :r -^©A^{ctiJKB#ra 

s. 

[0071] ifc, *^hj«, ^>7^>-tf-trx=£JS 

«-T4IS{C5pJffl«3a«*A-C**Ci*WB-r*flAI8K 40 
;£&tctei,»-c. roiB^Jffl^fc^fL-cefScSaE^-*© 

«. l93Baf>-7-f>-^-fcr^*efi±-r4tt>±^-f-»^ 
4. *StfCi*««i-r*fflABIiEerffir**. 
[0 07 2] BSWIBtClWISI9IBI*aa!Wfc)«Wr t. =F 

[0 07 3] JfclHBtt, B?IBISiE7 r -^«>'^'7 

-Kt?*4ci*1*«4-J-*fflAI8iE*ffi-C*S. 50 
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[007 4] COJr^&flfJSCCfcfttf. ^"7-K©A 

;&B$iHK:*<iKa j Rw htix^tc^ mwmmn cc/< * 

[007 5] Sfc. #3£HJi«, mWffiJf-WXmZx? 

- * -c* S c i *^fS4 i-r S<iAISSE*^r* £ . 

[0 07 6 ] c©i^^^{cj:n«. ^^-^©A 

[0077 ] £/c. ffiiBMABfE^RK. ffir 

f B&£ b fc f 5 > ftTGfiJAl^f tctt 0 TBfJ&DBE 
^-^©A^^rffi-r^ * iiufBlifiE-r- * 

if- ^^Wsc i=&^Si<bTS^>^ -f >■»>-- tr 

[007 8 ] C©«fc 5 ftfltJdcK: <fctl«. <@AlSiE©7 > 

^aj5:$ -r 5 ^yicjjn^r^ii^-^wA^jicsijpgKSfP^i 

So 

[007 9]Sfc, *£9HX. -f ls?-\ZX*m 

A^Sti&l^W^-CCtt. BuiB* > ^-Y ex £t$j.± 

[0080] BB»SiaiK:WIRWfBI*RWfc«W"C4. 
trx©ffi^*ip]tt,i:JoC-5. 

[008 1 ] Sfc. ^^{J. BUlBi2iE7 r -if«-'^X , 7 
£>So 

[0 082 ] C©i^!oC«^cJ:n«. ^»7-F©A 

*i*lBH:(WiB»*RW6nrt»ifc». MRimirttcAx 

[ 0 0 8 3 ] WEBE^-iftta*^ 

- * -c * s c & <t r s * > 5- -r >-9- - ex gar 

[0 084] C©<t5ft»fiS{CJ:n«. ^^-^©A 
[0085] 

[|6BJ©3lte©Jf5Sg] «T> #»W©#att3Ht«WlS» 

[0086] mmmm 1 

01«:«. *^©w^sys©^sni©*>7-i'>-9- 
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i o <D®Awm<DWii&icm-r zmfc-iu v zmwm 
stress. c©*>-7-f o«. 

[0 08 7] C©@Kjr;-r<J:*>{t. *>^-f>1^-^l 
Ott. Of-^H24M,t, fijffl#14i«^ 
3*-i-Cl>S. $/c. *>5-f>-i>--A« 1 013:. t-t^ 

■i>y--vz.*mm%i 4ccs«-r?>3M2-c*9, 

©if-;-? i |5Hf©^g-c& £„ 

[008 8] $/c. ilKStJ:^, t>7-/>t- 10 
^'10B, f A 5 > ^2££3Ma2 0 £ . <iAiSSE^©2 

2<t. -ci>£„ 

[0089] £ 3 > ?^£#©2 0 tt. MAm$EZm 
©^>#A&£^5>^tc*-3t,>-r. <IAf2IBMg2 2 
[0 09 0] CCDJ^fctftJ^Cj^-C. *iJffl^l4«C^ 

§WSC<t*5g«?>TBItic&& >> "f t,>fcsg>S 20 

[0 09 1 ] >»-^-©^BS©^ 
*^3>yf£fe#©2 0«. £L£fc£2&feTr-SC<!:K:<fc-> 

*©V7 hVxT&ffi-Clfe* 3 C©£ 
•YS>^fS£^fg2 0«. V^h'JxTrimCi 

[009 2] «A^SE^S2 2 tt. * -f 3 >^f6£^l2 
2 0 L/c # 5 > >fV®A®.5EW}rtZmiT-?Z. 

c<D®Amm.w>mz. m*<Dmm&mx.z>tiz. 30 
[0093] ( 1 - 1 ) >*xv- Ftm^zMAmm. 
Fzm^zmAmMMbmz. frhm^hti 

X\.*tt&-Q8>2>. {gAH!IE#82 2tt. ^XV-K© 

AU*mm%\ 4cc(sb. cnccic.orfijffl^A^o 

-gcL/cJS^-{C*A-C*€.£«WL/. — SfcLJSt^^c 
WATiiftO £«Sr-r £ ©r* 
[0 09 4] (1-2) gg^-frfefliHSllAtgliE 

mteTh-tnww-'z-cbz. wi^g^x- 40 
h ? ?7-f<D—m-c& *) . zox-Aommzwk 

[0 09 5] C©g«7 r -*£ffll,>.5>{IA12fiE ; HT i 5tl 

<ia^se#is2 2». mz^-tHDAttzmm^i 
4cc{sb. ctiic&c-cmm%&AJ}utcm%7 : --z$: 
$> h to c tb&m <* t, s« f 1 - * £ tt^-^-r s © 

^©MHI. ACCj^-r- 
«-C^6JS^C«*A-C*)^<!;*iJiT0. ^0<2Wgi 

n-cfco. i^-Aicfcs^-^ijj^^^n^^ti^w: so 
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U^Ax?tt&<,> t^JK-T -5©-C* 6. 
[0 09 6 ] (1-3) agsirtgccj^fgAjSaE^s© 

2«H©[IA12iE#i££. jtaWO&x-Cteffl-rSCi 

smmm&m-fztiz. -r&:b*>. Bx§i£&iA5*i*t>i© 

£Cttt. «fc>3fflS©lS5^[lAlgiI ; &tf^/c«?) > ±I3S« 
7 i -3?*ffll,^<iAigSE*7>^Afe^^ 3 >yrj|^f 

BSt^S-ctJ^u^Si^^liAiSiE^tf ^ /cat). _kta^ 
XV- K£ffll>S<IAi8IE£5>#A&*^ 3>#-Cl!| 

[0 09 7 ] c©<fc5K:. BWIrtSKJ^T. ^AlSaE 
©Hfflfc^JTrntf . £H#AS < <fc 9 AS fc-fe * U 
7- ^ &&&tj;m&tcteJ: *) fifScSofflAlgliE^TS c 

£*^tfer*s„ mfi^nasAs^Avj^t^w:. she 

©g«8J£?&i?>. -e©S*PII£i:t^-r^C£K:J:o-C^ 

[0098] c© < 1 - 3 > o^mzurn btcm^<D. 
®Amm^m2 zommrmmm 1 tcmztix^z. 

C©0Sc^TJ:-5K:. <@AigiI^I32 2«. miMAm 
lfK2 2ai, ^2<iA^U^g2 2 bi^ji^r^ 

[0 09 91^1 fflAi2aHM82 2 a «. BX^I^SS*^ 
£©»!« J; Wtl t 1 - * *fl!c »S flAiS 

iEtij^^f-rs. m^-^im^^mAmmwjmt 
gtfc±ia (1-2) -c^LfciiOr-*)?.. ffS©«« 

[0100] ^2[iAI2liE^2 2 b ». m?l#Si*5^T 

Ammm^mnti,. >^v-- Y*m^*>mAwmM 
msmctm ( i - i ) -cmwLtcm*)~c$>z. 
[oioi] ttte, ®Amm.^®2 2 «. v ^ h v * r 

©2 2a^m2<lA^!iE#S2 2bt < 77^x77 

[0102] <eA^§iEa&f^©atfy)^%n 

[0103] sr. ±12 ( i - 3 ) -cmwLtc2mm<D 
®Aw&mm^m^i,m^mm-r^ comftzm-?? 

[0 1 0 4 3 *"T. Af-^S 2 - 1 K*$t,>-C«. 

[0105] XT-?7 , S2-2«Cte(,^-C«. H^©^-> 
5- >-y— tfX©««. /c<tA«fS a D a ©B»A^»f $ 

[0 106]— 5?. Xf^S 2 -3CCfo(,>-C&*. ^-r 
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3>^2££*fS:2 0#. 5>^AJfe^-Y 5>^^S ■ 

[0107] ^f^S2-4(Cfe^Ttt, flX3l#tB# 

SX3l£S#i^©SiiffiJ:9A£C>^tcfiiXir 
-^^s 2 - 5(c#is#^f u a$< te^m&azxT- 
v?s2-6icxm&m7-?&o ft*?. c©^s«<iA 

f2IE#e2 2<Drtgp-C»TSn-5. 
[0108] ^f-; yS2 - 5 CC*J0»-Cti. mZ,?-'? 

£fflC>S<iAiSfE»fl;#IWTi*ft£,, c©«im*. IS1 10 
[SAiSSE^©2 2 aiC«fcoT»f 3ft£. 
[0109] f 7'S 2 - 6fC*$l,>TfiJ:> K 

zm^zmAmmmmmnztiz. comm*. m2 

[0 110] Ch6^f»^S 2-3*6^f'^S 2 
- 6 (CSS— a©teS«. X^^^S2-2«:*JWS^ 

[0111] 7*S2-7{C*jl»-C» 1 l>:b»9>Sn 

[0112] ftfc. @2©7a-ft-httt, ±ia 
( 1 - 3 ) r^U/c^l^liCCJ&Dr 2SW©<@A!S 
Stii^4fflt,^^l4^L/c 0 Ch(c»|,-C, ±1B (1 - 
1 ) * ( 1 - 2 ) tlSBlfc 1 MOffiABKIilflM 
tfTSti^fCli. Xf->^"S2-4. ^f--^S2- 
5. ^f^ 2 - B^lfOXf ? :/Cc£ <b#6ft 
■C. -€■© 1 <1<D^t* v y'icis(,>x 1 8S©ffl AtSaElftfP 30 
#f>l*T 3 ft 

[0113] ftfc. **itecDff^it?«» mgi#n©A 

&3&c»-3#. <lA^SEtt^©SS*^fg-rS^I*^L/ 

as^ss-r s c t 

[0 114] tctitte. Ctl*-C<DW}\$mW*;%Wl 
M14B, ^3. 6*1*©^. 

flffi©fil>tt»fcflABKttf|5 (fci *.tf'-cx -7- F* 
ffll>4fflA«E»f^) £HfT-r£©-C&.£„ — cn 

[0 115] fcLb^ftutSCC. 3|5^Jfi©^S§l K«fcn 

*K9>yAttjr^5>ifrfflAHaE«l* 
MK = 'B«l&ffl*K 

* < ft & <!: #*©:* > 9 -f 

«*KSKjW6<*0-J-*S©feffil SO 
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'fftfcJtffl/ftiO'C. HJ&tfl 4 4>&9-*-£ls€*MlttOC 
[0116] ftfc. &<f ABBttf&DRI(c. MR«m« 

tawsctfewsiA*. coMKisnrttc. 

[0117] 

±ganjt©^S8 1 -c«. * >^ ^xottgynn 

[0118] CO^-^Aft*^ 3>^©gigfiJ:. 
ffft©B5f±©«**>6{Jl§SC^*sS3: W». ^©— 

n-f^txu, MAissEWamcmmzthti. #*©*> 

[0 119] fCt, K9l£fl*>. «fl»l 4©HX3IH 

[0 120]#ai©)6»2m 2-YS>y©«g£ 
[0121] (2- 1 ) BE5l£8HtCJ:-Z>»-Y 3>y©^ 

tiK A * l>Bif. JtJE ^ > * A ft 3? -i 5 > i^©«a* A 
[0122] tct, ffi5I^B*»0f3E©»»IIJ:»)^:* 

i ^«^cc b . 5f * > y^i^s 2 0 osf ^©^ 1 mas. 

*<ttt»»^«:fit. ^ 1»SJ: Office 2 «fltrdf^ 5 

[0123] c©j:^{c«^-rn{*. ty.m&Mt<c<k-?x 

[0124] ft*s. co«KoWi2ap§/att% 

^Si«:]ct: 0 r«fl»J aa«WCcSE{ tr S J; 5 tcMTS C 

[0 1 2 5 ] tckZ.lt. «T©<t^aSCl'C, SX?l^iB 
9 > ^Aft jr A 3 > fom&ZBtii L X b*F>& toft 

[0126] 
[ttl ] 

SCI 

AI2liE©®gfcS-r-5C<!:{cfcft0*>*aftC>. *C"C. 
JJB3C 1 rffffi U/c«S(C« > ±KffliTKBfit£ *»W 
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[0 12 7] (2-2) m\ 

[0 l 2 8] -tcr. ^IH«*5^ffficDStSHiiJ:«)^:# 
l> >*§£CC «. £ W 5 > 2 0 «3r5£©Jfl 3 «S 

co 133] »^s>y#s&3M3(P«ja 

^iS(Dff^2©*>7-Y>-9--^*l o«. -e©s*fg 
fiS«±IBSIifi©jf^i iig^-cabSo mtzz&t*. 2 4 
3>^*#©2 0©«fiS-c*-s o -ec-c. «T. *H 20 

*fc©0Si 2 «D 2 4 5 > y^^S 2 0 <D*itf££iftHj-r 
[ 0 1 3 4 ] *"**. JJB < 2 - 1 ) ■CirtBJU/cHXfl^ll 

[0 1 3 5] H3«Ctt. C<D2 4 iff6S&fSt2 o© 

$-{S>yMfS2 0B, ISl 24 5>y^^©2 
Oai, HT2f -rs>^#S£3M82 0 b<!;£fii;LT<,> 
-5. 30 
C0136]gUf-YS> y|S£3M82 0 a t*. 
^^©SigffiJ: 0 otl^c. « i Siar- 3 

>y£&£-r*. fit, f2f-<5>^^i2 0 

» i «s «fc k> m>m 2 «a-c * 4 s > ^&2S£-f 

CO 1 3 7] fcte, 5ig£ii*£iflK:^b3-tf-£*§^K: 
tt. 3>^26£3M82 0«. m«C±IE^l*lt# 

CO 13 8] Cffli^TOioT, B5l?l£8«Cj£t; 40 
C 0 1 3 9 ] S/c. ±K ( 2 - 2 ) TiSHJLfclRSIJliS 

it. ±am 124 s.y 2ft£.^mz o a ^-Xic^^m 

#S2 0b ^Kj^&SM £ 3 > ^H£#&(cg# 

coi40]Sfi3*-f3> 2m£.mm, ir? inni*^ so 
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: co 129] c©«t^«:iffi£-rn«. asiaawcfcoT 

©$SS£^b3-tf £ C i36*ptt6-C*4. 
C 0 1 3 0 ] ftfc. C©«g©^W2©Pg^W-C^C 

<. ct»)^<©epg-c^«)^Scfc'5cccrfe«fc<. s 

T««*jl«W{cSE{bS-ar*>J:c». 
[0131] 3*KWCcSE{b3-e*»^B. JiTF©J:5ft 
5£2T\ Wmmm^h ; y>2Arj:24 3>^©$SS£H 

[0132] 
[&2] 

5S2 

Sg©S!SHiIJ:DA-#l,>t§^c. m3®&X2 4 x^V* 

Si#i^©i»ffiJ:DA#<&t.>t§£(c. ^3«S.fcO 

[0141] fc^ 4M&&3ffifttc£4tS-&&Jft£(C 
tt. 2 4 5 > ^*6£*« 2 0tt, ^(CJJBSC 2 fctt# 

[0142] c©«i: i 5^fiKic«fcor > mmmmic&c 
x2 4$>?<DmLmmmtL. m&mpzm&s 

[0143] » 4 3 > y%^#^©8&^ 

«t. *mm<DBm 2<D2 4s.> 2 0 <anm 

[0144] 2 4 5 > ^^#©2 0 ©SM^©— 0J*3t 
t7 0-?t- h*^4K:^:3nri<^-5 <> C©7P-f 

f- hccTK^ti-ct^ibmi. ±ie <2 - 1 ) r^HjL/ 
fcas?§ i^tcit. cx 2 4z> 2<D&£.mg.*mt 3 -a- & 

[0145] 04©^t-^7*S4- 1 fCtet^-a*, 

#si©^2*nf*Dns„ C©^S©S^. HX§I^SB*^ 
;£©«!»»<*: xf^S4- 2CC® 
SI*Wfb. A^<^cl : '*i^{C«X7 u >-/S4-3lcM 

[0146] Xfy7 , S4-2K:fel,>rB, gfS©^l 

MEr 2 4 s > ^©^^*i»f 3 ns, 

[0 147] Xf-i»-7*S4 -34C*JC^r«. sfflftlgJ: 
0 ISC »» 2 «JS"C f -f 3 > ^©^*i»f 3 tl S . 
[0 14 8]«±©J:^K:Lt, BX^I^SICCf&DT^ 

3 > y©«a*^b3 -tt-s c itfpKtetN&s. 
[0149] ^tc. ia 5 Get*. ±te ( 2 - 1 ) ©s; 1 v 

[0150]Xr?7"S5-l (CfcC^r«. ±te^i © 
[0151] ^7- v7 - S5-2(C*JC^-C«. it!*©*** 



19 



■/S 5- 3&Ote(,>-c, «S«CO±P8fiitCiliE3n^„ 
[0 152]Xf-^S5-4{C*!l,>m tt#©*§^ 

[0 1 5 3] ^f-7^S5-6KfcW«. «±«M:S 

[0I54]«±©J:^K:it. flXSI^SUClSCT*-/ 
5 > f ©«g£*glift{c^b;* c <t*ipJ6l-c*^„ 

[0155] ^«C. 06{Ctt. ±fE (2 -2 ) "CiftHJU 

swi^a-r 7D-ft- h #5* stress. 
[0156] aec^f^s 6 - 1 «:*jt,>-ctt. ixsi 
*a©*is^fton^. c©&s©*sm. raiMPCT 

S©gmffi<fc 9 *f- ;/:/S 6-2K#i 

[0157] Xt"^7'S6 -2tC*J^r«. mm<Dm3 
[0 15 8] ^7-^^S6-3(Ctel,>tB. S&3«fiJ: 
[0 1 5 9 ] KKDi^tClT, K?IHi»K:iSDT^-f 

5 > ^©««**{b 3 c £ a* we* s . 

[0160] ±13 ( 2 - 2 ) ©3£2 f^b/ca 

hk. ±1605 <t«^<!:i5]«i-c*.2>„ g& 0 

5tC*JW5Xf f 7'S 5 - 1 (C*St>-r±fBSC2tCct^>it 
-C*£„ 

[0161] coi^icu, ax?i^{cjt;i;r 5 

[0162] fcU^fi^/cJ^c. ;**5fe©0«& 2 

CC-C. K{iibP9^-C*^, 0 gfc. mm(DBWi2tm 
*«:. ±ieS3^#mGfc«fi{CW. ±0g<iTI!B£*t9: 

[0170] (3-2) jatgt?iB#mtc«fc-s has >^y© 
3ag©^b 

[0171] *ct\ &BX3|l$ig#i?r5£©*i»»*jfflA 
T(->-SJS^(ctt s $ A 3 >^#S£#&2 0 «Bf^©^7 * 
«a = K/*RBB|«f|HI 



(11) #^2 00 1- 3 1 88 92 

20 

* it. mAmmzmr? h * a s > ^©$ig£. msi#si 
•^^ui^fciSDr^bs-iffcc-c. ^sti-s-fe+i 
yt-f ©$i«a*#zt l- fcffl ask*** 5 ct immv * 

[0163] mmomms 

±.&mm<DBm 2 -c« . ux? i^is^k? mm* £©m? 1 

©rtSttj£(;T<lAlSaE©*-r s >?mm*&itZit2> 
10 SLA*. 

[0164] mmutuxit, mmmmit&r^x 
ii*tu>nmfmm*> m5\&f-?x^m>mm\mmz 

fb^-ti^tco^-r^Bj-r^ 
[oi65] ( 3 - 1 ) mmtmmic * s >y© 
«g©Mb 

20 -ec-e. *»ft^iai*Js<&*a<«:. ±fE^>#Afc* 
a 5 >^©«a*At < -rec tfiwt 0^. 

r^€.»^{c«. ^ 5 >^^©2 0 «§t^©^5 

^rffi^.-Cl^.C^JS^KS^ »5«SJ:0fil,^6«g-C 
[0167] €>^^^ > H*fi©0^2 &5M*tc. C©« 

g©^«2sp§/cwc)5:<, £*)&«Dfm~cm*)m 

30 tSCi^tl,>„ 

[0168] /c£^.«. fcTF©<fc5&:£3-C. «lfil<W 

$-a-sc£*spjtgr*s„ 

[0169] 
[SSC3] 



S;3 

^ -r 3 > y^sstsc £A^s bt>„ 

[0172]**:. C©^S©^)fft«^Fg-CW3}ftA 

tr*>j;<. */c»^e«]{c^{b$-a-rfcckt> 0 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] The personal authentication approach characterized by including the timing generating step 
which generates the random timing in the middle of the offer period which is a period of the initiation 
point in time of offer of an on-line service to a termination time, and the personal authentication step 
which performs personal authentication actuation to said user to said generated timing in the personal 
authentication approach of checking a user being him in case an on-line service is offered. 
[Claim 2] It is the personal authentication approach characterized by being the personal authentication 
actuation for which said personal authentication actuation uses a password in the personal authentication 
approach according to claim 1. 

[Claim 3] It is the personal authentication approach characterized by being the personal authentication 
actuation for which said personal authentication actuation uses signature data in the personal 
authentication approach according to claim 1. 

[Claim 4] It is the personal authentication approach characterized by including the 1st personal 
authentication step which performs the 1st personal authentication actuation when said personal 
authentication step has the dealings amount of money smaller than said predetermined reference value in 
the personal authentication approach according to claim 1, and the 2nd personal authentication step 
which performs the 2nd personal authentication actuation of a precision higher than said 1st personal 
authentication actuation when said dealings amount of money is not smaller than a predetermined 
reference value. 

[Claim 5] It is the personal authentication approach characterized by being the personal authentication 
actuation for which said 2nd personal authentication actuation uses signature data in the personal 
authentication approach according to claim 4. 

[Claim 6] It is the personal authentication approach characterized by being the personal authentication 
actuation for which said 1st personal authentication actuation uses a password in the personal 
authentication approach according to claim 4. 

[Claim 7] It is the personal authentication approach characterized by generating said timing by the 
frequency where said timing generating step is proportional to the dealings amount of money of the user 
of said on-line service in the personal authentication approach according to claim 1. 
[Claim 8] It is the personal authentication approach which sets to the personal authentication approach 
according to claim 1, and is characterized by said timing generating step containing the 1st timing 
generating step which generates said timing by the 1st frequency when the dealings amount of money of 
the user of said on-line service is larger than a predetermined reference value, and the 2nd timing 
generating step which generates said timing by the 2nd frequency lower than said 1st frequency when 
said dealings amount of money is not larger than said predetermined reference value. 
[Claim 9] It is the personal authentication approach characterized by generating said timing by the 
frequency where said timing generating step is in inverse proportion to the dealings track record of said 
on-line service in the personal authentication approach according to claim 1. 

[Claim 10] It is the personal-authentication approach which sets to the personal-authentication approach 
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according to claim 1, and is characterized by for said timing generating step to contain the 3rd timing 
generating step which generates said timing by the 3rd frequency when the amount of money of said 
user's dealings track record is larger than a predetermined reference value, and the 4th timing generating 
step which generates said timing by the 4th frequency higher than said 3rd frequency when the amount 
of money of said user's dealings track record is not larger than said predetermined reference value. 
[Claim 11] Said timing generating step is the personal authentication approach characterized by 
generating said timing by the frequency proportional to the non-operate time which is the time amount 
to which said user in said offer period has not operated it in the personal authentication approach 
according to claim 1. 

[Claim 12] In the personal authentication approach according to claim 1 said timing generating step The 
non-operate-time detection step which detects the non-operate time which is the time amount to which 
said user in said offer period has not operated it, The 5th timing generating step which generates said 
timing by the 5th frequency when said non-operate time is over the predetermined conventional time, 
The personal authentication approach characterized by including the 6th timing generating step which 
generates said timing by the 6th frequency lower than said 5th frequency when said non-operate time is 
not over said predetermined conventional time. 

[Claim 13] Said timing generating step is the personal authentication approach characterized by 
generating said timing by the frequency proportional to the non-traded time amount which is the time 
amount with which said user in said offer period is not trading in the personal authentication approach 
according to claim 1. 

[Claim 14] In the personal authentication approach according to claim 1 said timing generating step The 
non-traded time amount detection step which detects the non-traded time amount which is the time 
amount with which said user in said offer period is not trading, The 7th timing generating step which 
generates said timing by the 7th frequency when said non-traded time amount is over the predetermined 
conventional time, The personal authentication approach characterized by including the 8th timing 
generating step which generates said timing by the 8th frequency lower than said 7th frequency when 
said non-traded time amount is not over said predetermined conventional time. 
[Claim 15] On-line service offer equipment characterized by including a timing generating means to 
generate the random timing in the middle of the offer period which is a period of the initiation point in 
time of offer of an on-line service to a termination time, and a personal authentication means to perform 
personal authentication actuation to said user to said generated timing, in the on-line service offer 
equipment which provides a user with an on-line service. 

[Claim 16] It is on-line service offer equipment characterized by performing personal authentication 
actuation for which said personal authentication means uses a password in on-line service offer 
equipment according to claim 15. 

[Claim 17] It is on-line service offer equipment characterized by performing personal authentication 
actuation for which said personal authentication means uses signature data in on-line service offer 
equipment according to claim 15. 

[Claim 18] It is on-line service offer equipment characterized by including a 1st personal authentication 
means to perform the 1st personal authentication actuation when said personal authentication means has 
the dealings amount of money smaller than said predetermined reference value in on-line service offer 
equipment according to claim 15, and a 2nd personal authentication means to perform the 2nd personal 
authentication actuation of a precision higher than said 1st personal authentication actuation when said 
dealings amount of money is not smaller than a predetermined reference value. 
[Claim 19] It is on-line service offer equipment characterized by performing personal authentication 
actuation for which said 2nd personal authentication means uses signature data in on-line service offer 
equipment according to claim 18. 

[Claim 20] It is on-line service offer equipment characterized by performing personal authentication 
actuation for which said 1st personal authentication means uses a password in on-line service offer 
equipment according to claim 18. 

[Claim 21] It is on-line service offer equipment characterized by generating said timing by the frequency 
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where said timing generating means is proportional to the dealings amount of money of the user of said 
on-line service in on-line service offer equipment according to claim 15. 

[Claim 22] It is on-line service offer equipment which sets to on-line service offer equipment according 
to claim 15, and is characterized by for said timing generating means to include a 1st timing generating 
means generate said timing by the 1st frequency when the dealings amount of money of the user of said 
on-line service is larger than a predetermined reference value, and a 2nd timing generating means 
generate said timing by the 2nd frequency lower than said 1st frequency when said dealings amount of 
money is not larger than said predetermined reference value. 

[Claim 23] It is on-line service offer equipment characterized by generating said timing by the frequency 
where said timing generating means is in inverse proportion to the dealings track record of said on-line 
service in on-line service offer equipment according to claim 15. 

[Claim 24] In on-line service offer equipment according to claim 15 said timing generating means A 3rd 
timing generating means to generate said timing by the 3rd frequency when the amount of money of said 
user's dealings track record is larger than a predetermined reference value, On-line service offer 
equipment characterized by including a 4th timing generating means to generate said timing by the 4th 
frequency higher than said 3rd frequency when the amount of money of said user's dealings track record 
is not larger than said predetermined reference value. 

[Claim 25] Said timing generating means is on-line service offer equipment characterized by generating 
said timing by the frequency proportional to the non-operate time which is the time amount to which 
said user in said offer period has not operated it in on-line service offer equipment according to claim 



[Claim 26] In on-line service offer equipment according to claim 15 said timing generating means A 
non-operate-time detection means to detect the non-operate time which is the time amount to which said 
user in said offer period has not operated it, A 5th timing generating means to generate said timing by 
the 5th frequency when said non-operate time is over the predetermined conventional time, On-line 
service offer equipment characterized by including a 6th timing generating means to generate said 
timing by the 6th frequency lower than said 5th frequency when said non-operate time is not over said 
predetermined conventional time. 

[Claim 27] Said timing generating means is on-line service offer equipment characterized by generating 
said timing by the frequency proportional to the non-traded time amount which is the time amount with 
which said user in said offer period is not trading in on-line service offer equipment according to claim 



[Claim 28] In on-line service offer equipment according to claim 15 said timing generating means A 
non-traded time amount detection means to detect the non-traded time amount which is the time amount 
with which said user in said offer period is not trading, A 7th timing generating means to generate said 
timing by the 7th frequency when said non-traded time amount is over the predetermined conventional 
time, On-line service offer equipment characterized by including an 8th timing generating means to 
generate said timing by the 8th frequency lower than said 7th frequency when said non-traded time 
amount is not over said predetermined conventional time. 

[Claim 29] It is the personal authentication approach characterized by including the authentication data 
input step which sends the message which urges a predetermined authentication entry of data to said 
personal authentication step to said user in the personal authentication approach according to claim 1 to 
said generated timing, and the termination step which stops said on-line service when said authentication 
data are not inputted in predetermined time. 

[Claim 30] The personal authentication approach characterized by including the authentication data 
input step which sends the message which demands a predetermined authentication entry of data from 
said user in the personal authentication approach of checking a user being him in case an on-line service 
is offered, and the termination step which stops said on-line service when said authentication data are 
not inputted in predetermined time. 

[Claim 31] It is the personal authentication approach characterized by said authentication data being a 
password in the personal authentication approach according to claim 29 or 30. 
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[Claim 32] It is the personaTauthentication approach characterized by said authentication data being 
signature data in the personal authentication approach according to claim 29 or 30. 
[Claim 33] It is on-line service equipment characterized by stopping said on-line service when the 
message which urges a predetermined authentication entry of data to said personal authentication means 
to said user in on-line service equipment according to claim 15 to said generated timing is not inputted 
into delivery and said authentication data in predetermined time. . 

[Claim 34] On-line service equipment which is a personal authentication means to check whether said 
user is him, in the on-line service offer equipment which provides a user with an on-line service, and is 
characterized by including a personal authentication means to stop said on-line service when the 
message which demands a predetermined authentication entry of data from said user is not inputted into 
delivery and said authentication data in predetermined time. 

[Claim 35] It is on-line service equipment characterized by said authentication data being a password in 
the personal authentication approach according to claim 33 or 34. 

[Claim 36] It is on-line service equipment characterized by said authentication data being signature data 
in the personal authentication approach according to claim 33 or 34. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] him [ in / in this invention / on-line services, such as on-line shopping, ] - it is 
related with the personal authentication approach for a check. Moreover, it is related with the on-line 
service offer equipment which performs this personal authentication approach. 
[0002] 

[Description of the Prior Art] The so-called on-line service is widely used with development of 
communication system today. For example, on-line shopping is mentioned as a typical on-line service. 
In addition, various on-line services, such as transactions of a stock by online, and information offer by 
online, a reservation system, are used widely. 

[0003] The flow chart showing the flow of actuation of the conventional online trade is shown in 
drawin g 11 . 

[0004] As shown in this flow chart, in step SI 1-1, a user logs on to the server of an on-line service first. 
[0005] Step S In 11-2, personal authentication actuation of whether to be him who has rating for that 
user receiving this on-line service is performed, this - him — it is for preventing that the person of an 
except conducts unapproved dealings etc. using his identifier. 
[0006] Next, actual dealings are performed in step SI 1-3. 

[0007] Finally, in step SI 1-4, the so-called log off is performed and dealings are completed. 
[0008] 

[Problem(s) to be Solved by the Invention] As mentioned above, in the conventional on-line service, 
personal authentication is performed once at the time of dealings initiation. Therefore, a third person is 
able to continue dealings instead of him immediately after performing personal authentication. Since 
personal authentication is not performed only once [ of the beginning ], it is because the dealings 
conducted succeedingly are also judged to be a dealings action by him. 

[0009] Thus, in the conventional on-line service, since personal authentication is performed once [ of the 
beginning ], a third person is able to continue actual dealings after that. In having admitted such a 
situation (namely, so-called "spoofing"), meaning of personal authentication which is going to offer an 
on-line service only within him will be ****(ed). 

[0010] This invention is made in view of the above-mentioned technical problem, and the purpose is 
offering the personal authentication approach so-called "spoofing" in an on-line service being prevented 
by performing personal authentication to random timing. 
[0011] 

[Means for Solving the Problem] In order to solve the above-mentioned technical problem, in case this 
invention offers an on-line service, it is the personal-authentication approach characterized by to include 
the timing generating step which generates the random timing in the middle of the offer period which is 
a period of the initiation point in time of offer of an on-line service to a termination time, and the 
personal-authentication step which performs personal-authentication actuation to a user to said 
generated timing in the personal-authentication approach of checking a user being him. 
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[0012] According to such a configuration, activation of a malfeasance becomes difficult, without the 
ability of a user predicting the stage to perform personal authentication. 

[0013] Moreover, this invention is the personal authentication approach characterized by said personal 

authentication actuation being personal authentication actuation which uses a password. 

[0014] According to the password, personal authentication can be performed simple. 

[0015] Moreover, this invention is the personal authentication approach characterized by said personal 

authentication actuation being personal authentication actuation which uses signature data. 

[0016] According to signature data, personal authentication with a high precision can be performed 

compared with a password. 

[0017] Moreover, this invention is the personal authentication approach characterized by said personal 
authentication step containing the 1st personal authentication step which performs the 1st personal 
authentication actuation when the dealings amount of money is smaller than said predetermined 
reference value, and the 2nd personal authentication step which performs the 2nd personal 
authentication actuation of a precision higher than said 1st personal authentication actuation when said 
dealings amount of money is not smaller than a predetermined reference value. 
[0018] According to such a configuration, personal authentication from which precision differs 
according to the dealings amount of money can be performed. 

[0019] Moreover, this invention is the personal authentication approach characterized by said 2nd 
personal authentication actuation being personal authentication actuation which uses signature data. 
[0020] According to signature data, personal authentication with a high precision can be performed 
compared with a password. 

[0021] Moreover, this invention is the personal authentication approach characterized by said 1st 
personal authentication actuation being personal authentication actuation which uses a password. 
[0022] According to the password, personal authentication can be performed simple. 
[0023] Moreover, this invention is the personal authentication approach characterized by said timing 
generating step generating said timing by the frequency proportional to the dealings amount of money of 
the user of said on-line service. 

[0024] According to such a configuration, it is possible to change the frequency of personal 
authentication according to the dealings amount of money. 

[0025] Moreover, this invention is the personal authentication approach characterized by said timing 
generating step containing the 1st timing generating step which generates said timing by the 1st 
frequency when the dealings amount of money of the user of said on-line service is larger than a 
predetermined reference value, and the 2nd timing generating step which generates said timing by the 
2nd frequency lower than said 1st frequency when said dealings amount of money is not larger than said 
predetermined reference value. 

[0026] According to such a configuration, it is possible to make the frequency of authentication high, 
when the dealings amount of money is a large sum, and to make the frequency of authentication low, 
when the dealings amount of money is a small amount. 

[0027] Moreover, this invention is the personal authentication approach characterized by said timing 
generating step generating said timing by the frequency in inverse proportion to the dealings track 
record of said on-line service. 

[0028] According to such a configuration, it is possible to change the frequency of personal 
authentication according to a dealings track record. 

[0029] Moreover, this invention is the personal authentication approach characterized by said timing 
generating step containing the 3rd timing generating step which generates said timing by the 3rd 
frequency when the amount of money of said user's dealings track record is larger than a predetermined 
reference value, and the 4th timing generating step which generates said timing by the 4th frequency 
higher than said 3rd frequency when the amount of money of said user's dealings track record is not 
larger than said predetermined reference value. 

[0030] According to such a configuration, it is possible to make the frequency of authentication low, 
when a dealings track record is large, and to make the frequency of authentication high, when a dealings 
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track record is small. 

[0031] Moreover, this invention is the personal authentication approach characterized by said timing 
generating step generating said timing by the frequency proportional to the non-operate time which is 
the time amount to which said user in said offer period has not operated it. 
[0032] According to such a configuration, it is possible to change the frequency of personal 
authentication according to a non-operate time. 

[0033] This invention moreover, said timing generating step The non-operate-time detection step which 
detects the non-operate time which is the time amount to which said user in said offer period has not 
operated it, The 5th timing generating step which generates said timing by the 5th frequency when said 
non-operate time is over the predetermined conventional time, When said non-operate time is not over 
said predetermined conventional time, it is the personal authentication approach characterized by 
including the 6th timing generating step which generates said timing by the 6th frequency lower than 
said 5th frequency. 

[0034] According to such a configuration, it is possible to make the frequency of authentication high, 
when a non-operate time is long, and to make the frequency of authentication low, when a non-operate 
time is short. 

[0035] Moreover, this invention is the personal authentication approach characterized by said timing 
generating step generating said timing by the frequency proportional to the non-traded time amount 
which is the time amount with which said user in said offer period is not trading. 
[0036] According to such a configuration, it is possible to change the frequency of personal 
authentication according to non-traded time amount. 

[0037] This invention moreover, said timing generating step The non-traded time amount detection step 
which detects the non-traded time amount which is the time amount with which said user in said offer 
period is not trading, The 7th timing generating step which generates said timing by the 7th frequency 
when said non-traded time amount is over the predetermined conventional time, When said non-traded 
time amount is not over said predetermined conventional time, it is the personal authentication approach 
characterized by including the 8th timing generating step which generates said timing by the 8th 
frequency lower than said 7th frequency. 

[0038] According to such a configuration, it is possible to make the frequency of authentication high, 
when non-traded time amount is long, and to make the frequency of authentication low, when non- 
traded time amount is short. 

[0039] Invention described below relates to the equipment which can invent the approach mentioned 
above. 

[0040] In order to solve the above-mentioned technical problem, this invention is on-line service offer 
equipment characterized by to include a timing generating means generate the random timing in the 
middle of the offer period which is a period of the initiation point in time of offer of an on-line service to 
a termination time, and a personal-authentication means perform personal-authentication actuation to 
said user to said generated timing in the on-line service offer equipment which provides a user with an 
on-line service. 

[0041] According to such a configuration, activation of a malfeasance becomes difficult, without the 
ability of a user predicting the stage to perform personal authentication. 

[0042] Moreover, this invention is on-line service offer equipment characterized by said personal 
authentication means performing personal authentication actuation which uses a password. 
[0043] According to the password, personal authentication can be performed simple. 
[0044] Moreover, this invention is on-line service offer equipment characterized by said personal 
authentication means performing personal authentication actuation which uses signature data. 
[0045] According to signature data, personal authentication with a high precision can be performed 
compared with a password. 

[0046] Moreover, this invention is on-line service offer equipment characterized by said personal 
authentication means including a 1st personal authentication means to perform the 1st personal 
authentication actuation when the dealings amount of money is smaller than said predetermined 
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reference value, and a 2nd personal authentication means to perform the 2nd personal authentication 
actuation of a precision higher than said 1st personal authentication actuation when said dealings 
amount of money is not smaller than a predetermined reference value. 

[0047] According to such a configuration, personal authentication from which precision differs 
according to the dealings amount of money can be performed. 

[0048] Moreover, this invention is on-line service offer equipment characterized by said 2nd personal 
authentication means performing personal authentication actuation which uses signature data. 
[0049] According to signature data, personal authentication with a high precision can be performed 
compared with a password. 

[0050] Moreover, this invention is on-line service offer equipment characterized by said 1st personal 

authentication means performing personal authentication actuation which uses a password. 

[0051] According to the password, personal authentication can be performed simple. 

[0052] Moreover, this invention is on-line service offer equipment characterized by said timing 

generating means generating said timing by the frequency proportional to the dealings amount of money 

of the user of said on-line service. 

[0053] According to such a configuration, it is possible to change the frequency of personal 
authentication according to the dealings amount of money. 

[0054] Moreover, this invention is on-line service offer equipment characterized by said timing 
generating means including a 1st timing generating means to generate said timing by the 1st frequency 
when the dealings amount of money of the user of said on-line service is larger than a predetermined 
reference value, and a 2nd timing generating means to generate said timing by the 2nd frequency lower 
than said 1st frequency when said dealings amount of money is not larger than said predetermined 
reference value. 

[0055] According to such a configuration, it is possible to make the frequency of authentication high, 
when the dealings amount of money is a large sum, and to make the frequency of authentication low, 
when the dealings amount of money is a small amount. 

[0056] Moreover, this invention is on-line service offer equipment characterized by said timing 
generating means generating said timing by the frequency in inverse proportion to the dealings track 
record of said on-line service. 

[0057] According to such a configuration, it is possible to change the frequency of personal 
authentication according to a dealings track record. 

[0058] Moreover, this invention is on-line service offer equipment characterized by for said timing 
generating means to include a 3rd timing generating means to generate said timing by the 3rd frequency 
when the amount of money of said user's dealings track record is larger than a predetermined reference 
value, and a 4th timing generating means generate said timing by the 4th frequency higher than said 3rd 
frequency when the amount of money of said user's dealings track record is not larger than said 
predetermined reference value. 

[0059] According to such a configuration, it is possible to make the frequency of authentication low, 
when a dealings track record is large, and to make the frequency of authentication high, when a dealings 
track record is small. 

[0060] Moreover, this invention is on-line service offer equipment characterized by said timing 
generating means generating said timing by the frequency proportional to the non-operate time which is 
the time amount to which said user in said offer period has not operated it. 
[0061] According to such a configuration, it is possible to change the frequency of personal 
authentication according to a non-operate time. 

[0062] This invention moreover, said timing generating means A non-operate-time detection means to 
detect the non-operate time which is the time amount to which said user in said offer period has not 
operated it, A 5th timing generating means to generate said timing by the 5th frequency when said non- 
operate time is over the predetermined conventional time, When said non-operate time is not over said 
predetermined conventional time, it is on-line service offer equipment characterized by including a 6th 
timing generating means to generate said timing by the 6th frequency lower than said 5th frequency. 
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[0063] According to such a configuration, it is possible to make the frequency of authentication high, 
when a non-operate time is long, and to make the frequency of authentication low, when a non-operate 
time is short. 

[0064] Moreover, this invention is on-line service offer equipment characterized by said timing 
generating means generating said timing by the frequency proportional to the non-traded time amount 
which is the time amount with which said user in said offer period is not trading. 
[0065] According to such a configuration, it is possible to change the frequency of personal 
authentication according to non-traded time amount. 

[0066] This invention moreover, said timing generating means A non-traded time amount detection 
means to detect the non-traded time amount which is the time amount with which said user in said offer 
period is not trading, A 7th timing generating means to generate said timing by the 7th frequency when 
said non-traded time amount is over the predetermined conventional time, When said non-traded time 
amount is not over said predetermined conventional time, it is on-line service offer equipment 
characterized by including an 8th timing generating means to generate said timing by the 8th frequency 
lower than said 7th frequency. 

[0067] According to such a configuration, it is possible to make the frequency of authentication high, 
when non-traded time amount is long, and to make the frequency of authentication low, when non- 
traded time amount is short. 

[0068] Hereafter, invention which prepared the predetermined time limit on the occasion of 
authentication entries of data, such as a password, is shown. In these invention, even if predetermined 
time passes, when authentication data are not inputted, it is judged that possibility that a malfeasance 
will be performed is high. 

[0069] This invention is the personal authentication approach characterized by said personal 
authentication step containing the authentication data input step which sends the message which 
demands a predetermined authentication entry of data from said user to said generated timing, and the 
termination step which stops said on-line service when said authentication data are not inputted in 
predetermined time. 

[0070] According to such a configuration, since the time limit was prepared in the authentication entry 
of data in addition to the random timing of personal authentication, it is possible to prevent a 
malfeasance further. 

[0071] Moreover, this invention is the personal authentication approach characterized by including the 
authentication data input step which sends the message which demands a predetermined authentication 
entry of data from said user in the personal authentication approach of checking a user being him in case 
an on-line service is offered, and the termination step which stops said on-line service when said 
authentication data are not inputted in predetermined time. 

[0072] Since activation becomes difficult about a malfeasance, offer of a healthy on-line service also of 
having also prepared the time limit in authentication time amount is attained. 
[0073] Moreover, this invention is the personal authentication approach characterized by said 
authentication data being a password. 

[0074] According to such a configuration, since the limit is prepared in the input time amount of a 
password, when a password is not entered in the time limit, an on-line service is shown inside. 
[0075] Moreover, this invention is the personal authentication approach characterized by said 
authentication data being signature data. 

[0076] According to such a configuration, since the limit is prepared in signature entry-of-data time 
amount, when signature data are not inputted in the time limit, an on-line service is shown inside. 
[0077] Moreover, this invention is on-line service equipment characterized by said personal 
authentication means stopping said on-line service when the message which demands a predetermined 
authentication entry of data from said user to said generated timing is not inputted into delivery and said 
authentication data in predetermined time. 

[0078] According to such a configuration, since the time limit was prepared in the authentication entry 
of data in addition to the random timing of personal authentication, it is possible to prevent a 
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malfeasance further. 

[0079] Moreover, in the on-line service offer equipment which provides a user with an on-line service, 
this invention is a personal authentication means to check whether said user is him, and when the 
message which demands a predetermined authentication entry of data from said user is not inputted into 
delivery and said authentication data in predetermined time, it is on-line service equipment characterized 
by including a personal authentication means to stop said on-line service. 

[0080] Since activation becomes difficult about a malfeasance, offer of a healthy on-line service also of 
having also prepared the time limit in authentication time amount is attained. 

[0081] Moreover, this invention is on-line service equipment characterized by said authentication data 
being a password. 

[0082] According to such a configuration, since the limit is prepared in the input time amount of a 
password, when a password is not entered in the time limit, an on-line service is shown inside. 
[0083] Moreover, this invention is on-line service equipment characterized by said authentication data 
being signature data. 

[0084] According to such a configuration, since the limit is prepared in signature entry-of-data time 
amount, when signature data are not inputted in the time limit, an on-line service is shown inside. 
[0085] 

[Embodiment of the Invention] Hereafter, the gestalt of suitable operation of this invention is explained 
based on a drawing. 

[00,86] The configuration block Fig. about the function of the personal authentication of the online 
server 10 of the gestalt 1 of suitable operation of this invention is shown in gestalt 1 drawing 1 of 
operation. This online server 10 is equivalent to the on-line service offer equipment of this invention. 
[0087] As shown in this drawing, the online server 10 is connected with the user 14 through the Internet 
12. Moreover, the online server 10 is equipped with the service means 16. This service means 16 is a 
means to provide a user 14 with an on-line service, and is the same means as the conventional server. 
[0088] Moreover, as shown in drawin g 1 , the online server 10 is equipped with the timing generating 
means 20 and the personal authentication means 22. 

[0089] The timing generating means 20 is a means to generate at random the timing which performs 
personal authentication, and performs personal authentication to timing with the random personal 
authentication means 22 based on this random timing. 

[0090] By such configuration, personal authentication is performed when, or a user 14 cannot predict the 
timing, but it becomes very difficult for a third person to receive offer of service instead of being him. 
That is, it is possible to prevent so-called "spoofing" effectively. 

[0091] The detail timing generating means 20 of the configuration of an online server has made random 
timing by generating a random number. A random number can be generated with the conventional 
software skill, and, as for this timing generating means 20, realizing by software is desirable. 
[0092] The personal authentication means 22 performs personal authentication actuation to the timing 
which the timing generating means 20 generated. This personal authentication actuation can consider 
various classes. 

[0093] (1-1) The personal authentication actuation using the personal authentication password using a 
password is an approach used for many years. It is judged that it is not him when not in agreement [ the 
personal authentication means 22 demands the input of a password from a user 14, when in agreement 
with the password with which the password which the user entered according to this is registered 
beforehand, it judges that he is him, and ]. 

[0094] (1-2) The personal authentication signature data using signature data are time series data which 
show change of the coordinate of the nib at the time of performing a signature action. Moreover, writing 
pressure is included in signature data in many cases. This signature data is so-called kind of 
biotechnology metric data, and since it expresses that description of his, it is widely used for personal 
authentication. 

[0095] When performing personal authentication using this signature data, the personal authentication 
means 22 demands a signature entry of data from a user 14, and carries out comparison collating of the 
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signature data which the user inputted according to this with the signature data registered beforehand. 
Consequently, when both can judge that it is data by the same people, it judges that he is him, it is 
remarkably different widely, and when not considered the data by the same people, it is judged that he is 
not him. 

[0096] (1-3) It is also desirable to use the personal authentication technique of two kinds of switches of 
the personal authentication technique by the contents of dealings, switching it suitably. As criteria of a 
switch, the dealings amount of money, a dealings track record, etc. are mentioned. That is, when the 
dealings amount of money is large, in order to perform personal authentication with a more high 
precision, personal authentication using the above-mentioned signature data is performed to random 
timing. On the other hand, in order to perform simple personal authentication although it is not so high a 
precision when the dealings amount of money is not large, personal authentication using the above- 
mentioned password is performed to random timing. 

[0097] Thus, if the class of personal authentication is changed according to the contents of dealings, 
when security with the large more big amount of money is required, it is possible to perform personal 
authentication with a more high precision. Whether the dealings amount of money is large or small 
defines the predetermined amount of criteria, and it should just be determined by comparing with the 
amount of criteria. 

[0098] this (1-3) — the detailed configuration of the personal authentication means 22 at the time of 
adopting technique is shown in drawin g 1 . As shown in this drawing, the personal authentication means 
22 is equipped with 1st personal authentication means 22a and 2nd personal authentication means 22b. 
[0099] 1st personal authentication means 22a performs personal authentication actuation which uses 
signature data when the dealings amount of money is larger than a predetermined reference value. The 
personal authentication actuation using signature data is as having already explained above (1-2). As a 
predetermined reference value, various amount-of-money values (for example, 100,000 yen) are 
employable. 

[0100] 2nd personal authentication means 22b performs personal authentication actuation which uses a 
password when the dealings amount of money is not larger than a predetermined reference value. The 
personal authentication actuation using a password is as having already explained above (1-1). 
[0101] In addition, as for the personal authentication means 22, realizing by software is desirable. Of 
course, also as for 1st personal authentication means 22a or 2nd personal authentication means 22b, 
realizing by software is desirable. 

[0102] The concrete flow of personal authentication actuation, next the concrete flow of the personal 
authentication actuation in an on-line service are explained based on a flow chart. 
[0103] First, the example using two kinds of personal authentication actuation explained above (1-3) is 
explained. The flow chart showing this actuation is shown in drawin g 2 . 

[0104] First, in step S2-1, the so-called log on actuation is performed and offer of the on-line service to a 
user 14 is started. 

[0105] Step S In 2-2, offer of an actual on-line service, for example, the purchase of goods etc., is 
performed. 

[0106] On the other hand, in step S2-3, the timing generating means 20 generates random timing, and 
supplies the personal authentication means 22. 

[0107] Step S In 2-4, it is inspected whether the dealings amount of money is larger than a 
predetermined reference value. As a result of this inspection, when the dealings amount of money is 
larger than a predetermined reference value, processing shifts to step S2-5, and in not being large, 
processing shifts to step S2-6. In addition, this inspection is performed inside the personal authentication 
means 22. 

[0108] Step S In 2-5, personal authentication actuation using signature data is performed. This actuation 
is performed by 1st personal authentication means 22a. 

[0109] Step S Personal authentication actuation using a password is performed in 2-6. This actuation is 
performed by 2nd personal authentication means 22b. 

[0110] A series of processings in which it results [ from these step S2-3 ] in step S2-6 are performed 
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[ be / it / under / offer / of the on-line service in step S2-2 / concurrency ]. By such configuration, during 
offer of service, since personal authentication actuation is performed to random timing, it becomes 
difficult to perform malfeasances, such as spoofing. 

[Oil 1] Step S In 2-7, the so-called log off is performed and offer of an on-line service is completed. 
[0112] In addition, the flow chart of drawin g 2 showed the example using two kinds of personal 
authentication actuation according to the dealings amount of money explained above (1-3). On the other 
hand, when performing one kind of personal authentication actuation explained above (1-1), step S2-4, 
step S2-5, and step S2-6 will be summarized to one step, and one kind of personal authentication 
actuation will be performed in the one step (1-2). 

[0113] In addition, although the gestalt 1 of this operation showed the example which changes the class 
of personal authentication actuation based on the magnitude of the dealings amount of money, it is also 
desirable to change the class of personal authentication actuation based on an old dealings track record. 
[0114] For example, since the user 14 with an old large dealings track record is considered that extent 
which can be trusted is high, he performs simple personal authentication actuation with a low precision 
(for example, personal authentication actuation using a password). On the other hand, since the user 14 
whose old dealings track record is not large is considered that extent which can be trusted is low, he 
performs personal authentication actuation with a high precision (for example, personal authentication 
actuation using signature data). 

[0115] Since personal authentication actuation was performed to random timing during the period (this 
is called an offer period) which offers the on-line service according to the gestalt 1 of this operation as 
stated above, a user's 14 spoofing can be prevented effectively and offer of a smooth on-line service is 
possible. 

[0116] In addition, it is also desirable to prepare the time limit in the case of each people authentication 
actuation. When neither signature data nor a password is entered in this time limit, constituting so that 
dealings may be stopped is also desirable. 

[0117] With the gestalt 1 of the gestalt 2 above-mentioned implementation of operation, since personal 
authentication actuation was performed to random timing during the offer period of an on-line service, it 
became possible to prevent so-called "spoofing" effectively. 

[0118] From a viewpoint of prevention of a malfeasance, the higher one of the frequency of this random 
timing is desirable. On the other hand, if too high, the thing [ that time amount is taken by personal 
authentication actuation and offer of an original on-line service is affected ] will also be considered. 
[0119] Then, in consideration of the dealings amount of money, a user's 14 dealings track record, etc., it 
is possible to change the frequency of this random timing. 

[0120] The gestalt 2 of this operation explains the example to which the frequency of timing was 
changed. 

[0121] (2-1) If the dealings amount of money is large to a general change of the occurrence frequency of 
the timing by the dealings amount of money, it is necessary to secure security more certainly, therefore, 
so that the dealings amount of money is large - the above — it is desirable to enlarge the frequency of 
random timing. 

[0122] So, when the dealings amount of money is larger than a predetermined reference value, as for the 
timing generating means 20, it is desirable to generate timing by the 1st predetermined frequency, and to 
generate timing by the 2nd frequency lower than the 1st frequency, when the dealings amount of money 
is not larger than a predetermined reference value. 

[0123] Thus, if constituted, it is possible to change the frequency of personal authentication actuation 

with the reinforcement of the security demanded by the dealings amount of money. 

[0124] In addition, you may make it switch a change-over of this frequency in more phases but not only 

two steps. Furthermore, it is also desirable to constitute so that not only making it change in the shape of 

a step but frequency may change continuously according to the dealings amount of money. 

[0125] For example, the frequency of random timing may be computed from the dealings amount of 

money by the following formulas 1. 

[0126] 
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[Equation 1] 

Frequency = Dealings amount-of-money *K Formula 1 Here, K is a proportionality coefficient. 
However, it may also become contrary to the meaning of personal authentication that there is a 
possibility of affecting an original on-line service when frequency becomes large extremely, and 
frequency becomes low too much extremely. So, in the frequency computed by the above-mentioned 
formula 1, it is desirable to prepare a upper limit and a lower limit. 

[0127] (2-2) If the amount of money of a dealings track record is large to a general change of the 
occurrence frequency of the timing by the dealings track record, and it is the customer who can trust it 
more, it can judge, therefore, so that a dealings track record is large — the above - it is desirable also 
from a viewpoint of customer service to make the frequency of random timing small. 
[0128] So, when a dealings track record is larger than a predetermined reference value, as for the timing 
generating means 20, it is desirable to generate timing by the 3rd predetermined frequency, and to 
generate timing by the 4th frequency higher than the 3rd frequency, when a dealings track record is not 
larger than a predetermined reference value. 

[0129] Thus, if constituted, it is possible to change the frequency of personal authentication actuation 
with the reinforcement of the security demanded according to a dealings track record. 
[0130] In addition, you may make it switch a change-over of this frequency in more phases but not only 
two steps, and it not only making it change in the shape of a step but may change frequency 
continuously according to a dealings track record. 

[0131] When making it change continuously, it is the following formulas 2 and the frequency of random 
timing may be computed from a dealings track record. 
[0132] 
[Equation 2] 

Frequency = K / dealings track record Formula 2 Here, K is a proportionality coefficient. Moreover, in 
the frequency computed by the above-mentioned formula 2, it is desirable to prepare a upper limit and a 
lower limit like the formula 1 mentioned above. 

[0133] The basic configuration of the online server 10 of the gestalt 2 of configuration book operation of 
a timing generating means is the same as that of the gestalt 1 of the above-mentioned implementation. A 
different point is the configuration of the timing generating means 20. Then, the configuration of the 
timing generating means 20 of the gestalt 2 of this operation is explained hereafter. 
[0134] First, the example to which timing frequency was changed in the shape of a step by the dealings 
amount of money explained above (2-1) is explained. 

[0135] The configuration block Fig. of this timing generating means 20 is shown in drawin g 3 . As 
shown in this drawing, the timing generating means 20 is equipped with 1st timing generating means 
20a and 2nd timing generating means 20b. 

[0136] 1st timing generating means 20a generates timing by the 1st frequency, when the dealings 
amount of money is larger than a predetermined reference value. And 2nd timing generating means 20b 
generates timing by the 2nd frequency lower than the 1st frequency, when the dealings amount of 
money is not larger than a predetermined reference value. 

[0137] In addition, in changing frequency continuously, the timing generating means 20 generates 
timing based on the frequency which is the result of only calculating and calculating the above- 
mentioned formula 1. 

[0138] By such configuration, the occurrence frequency of timing can change according to the dealings 
amount of money, and personal authentication in consideration of the reinforcement of the security 
demanded from the dealings amount of money can be performed. 

[0139] Moreover, what is necessary is to transpose to a 3rd timing generating means to describe the 
above-mentioned 1st timing generating means 20a below, and just to transpose to a 4th timing 
generating means to describe 2nd timing generating means 20b below, when changing timing frequency 
in the shape of a step according to the dealings track record of having explained above (2-2). 
[0140] The 3rd timing generating means generates timing by the 3rd frequency, when a dealings track 
record is larger than a predetermined reference value. And the 4th timing generating means generates 
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timing by the 4th frequency higher than the 3rd frequency, when the dealings amount of money is not 
larger than a predetermined reference value. 

[0141] In addition, in changing frequency continuously, the timing generating means 20 generates 
timing based on the frequency which is the result of only calculating and calculating the above- 
mentioned formula 2. 

[0142] By such configuration, the occurrence frequency of timing can change according to a dealings 
track record, and personal authentication in consideration of the reinforcement of the security demanded 
from the dealings amount of money can be performed. 

[0143] Actuation of the timing generating means 20 of the gestalt 2 of this operation is explained below 
actuation of a timing generating means. 

[0144] The flow chart showing an example of actuation of the timing generating means 20 is shown in 

drawing 4 . The actuation shown in this flow chart is actuation to which the occurrence frequency of 

timing is changed according to the dealings amount of money explained above (2-1). 

[0145] Inspection of the dealings amount of money is conducted in step S4 -1 of drawin g 4 . As a result 

of this inspection, when the dealings amount of money is larger than a predetermined reference value, 

processing shifts to step S4 -2, and in not being large, processing shifts to step S4 -3. 

[0146] In step S4 -2, generating of timing is performed by the 1st predetermined frequency. 

[0147] In step S4 -3, generating of timing is performed by the 2nd frequency lower than the 1st 

frequency. 

[0148] It is possible to change the frequency of timing according to the dealings amount of money as 
mentioned above. 

[0149] Next, the flow chart with which the actuation in the case of changing frequency continuously 

explained by the formula 1 of the above (2-1) is expressed to drawin g 5 is shown. 

[0150] Step S Count of the above-mentioned formula 1 is performed in 5-1. 

[0151] Step S In 5-2, it is inspected whether the frequency obtained as a result of count is over the 

predetermined upper limit. When it is over the upper limit as a result of inspection, frequency is 

corrected to this upper limit in step S5-3. When it is not over the upper limit, processing shifts to step 



[0152] Step S In 5-4, it is inspected whether the frequency obtained as a result of count is lower than a 
predetermined lower limit. When it is over the lower limit as a result of inspection, frequency is 
corrected to this lower limit in step S5-5. 

[0153] Step S In 5-6, generating of timing is performed based on the frequency obtained as mentioned 
above. 

[0154] It is possible to change the frequency of timing continuously according to the dealings amount of 
money as mentioned above. 

[0155] Next, the flow chart showing the actuation in which the occurrence frequency of timing is 
changed to drawing 6 according to the dealings track record of having explained above (2-2) is shown. 
[0156] Inspection of a dealings track record is conducted in step S6-1 of drawing 6 . As a result of this 
inspection, when a dealings track record is larger than a predetermined reference value, processing shifts 
to step S6-2, and in not being large, processing shifts to step S6-3. 

[0157] Step S In 6-2, generating of timing is performed by the 3rd predetermined frequency. 
[0158] Step S In 6-3, generating of timing is performed by the 4th frequency higher than the 3rd 
frequency. 

[0159] It is possible to change the frequency of timing according to a dealings track record as mentioned 
above. 

[0160] Next, the flow chart showing the actuation in the case of changing frequency continuously 
explained by the formula 2 of the above (2-2) is almost the same as that of above-mentioned drawin g 5 . 
A different point is a point that count by the above-mentioned formula 2 is performed in step S5-1 in 
drawin g 5 R> 5. Other actuation is completely the same. 

[0161] Thus, it is possible to change the frequency of timing continuously according to a dealings track 
record. 
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[0162] Since the frequency of the timing which performs personal authentication was changed according 
to the dealings amount of money or a dealings track record according to the gestalt 2 of this operation as 
stated above, it is possible to perform personal authentication in consideration of the reinforcement of 
the security demanded. 

[0163] The gestalt 2 of the gestalt 3 above-mentioned implementation of operation showed the example 
to which the timing frequency of personal authentication is changed according to the contents of 
dealings, such as the dealings amount of money and the dealings track record. However, as for this 
frequency, it is desirable not only the contents of dealings but to make it change according to a user's 14 
actuation situation. 

[0164] It is possible to use the non-opera te time to which the user is not operating it, and the non-traded 
time amount which is not conducting dealings as an actuation situation. The gestalt 3 of this operation 
explains the example to which the frequency of timing was changed based on these users' 14 actuation 
situation. 

[0165] (3-1) If the time amount which is not operating it to a general change of the frequency of the 
timing by the non-operate time excels, it is also possible that possibility that a malfeasance will be 
performed between them is high, then, so that a non-operate time becomes long — the above — it is 
desirable to enlarge the frequency of random timing. 

[0166] Then, it is desirable to generate timing by the 6th frequency where it is lower than the 5th 
frequency when timing is generated by the 5th frequency predetermined in the timing generating means 
20 when the non-operate time is over the predetermined reference value and the non-operate time is not 
over the predetermined reference value. 

[0167] Of course, not only two steps but the thing of a change-over of this frequency constituted so that 
frequency may be changed still more nearly continuously in switching in more phases is desirable like 
the gestalt 2 of operation. 

[0168] For example, the frequency of random timing may be computed from a non-operate time by the 
following formulas 3. It is possible to change frequency continuously by such formula. 
[0169] 
[Equation 3] 

Frequency = Non-operate-time *K Formula 3 Here, K is a proportionality coefficient. Moreover, in the 
frequency computed by the above-mentioned formula 3, it is desirable like the gestalt 2 of operation to 
prepare an upper limit and a minimum. 

[0170] (3-2) When dealings are not conducted at all to a general change of the frequency of the timing 
by non-traded time amount, it is thought that possibility that a malfeasance will be performed is high, 
then, so that non-traded time amount is long - the above - it is possible to enlarge the frequency of 
random timing. 

[0171] Then, it is desirable to generate timing by the 8th frequency where it is lower than the 7th 
frequency when timing is generated by the 7th frequency predetermined in the timing generating means 
20 when non-traded time amount is over the predetermined reference value and non-traded time amount 
is not over the predetermined reference value. 

[0172] Moreover, a change-over of this frequency may be switched on a multistage story, and may be 
changed continuously. 

[0173] When making it change continuously, it is the following formulas 4 and it is possible to compute 
the frequency of random timing from non-traded time amount. 
[0174] 
[Equation 4] 

Frequency = K / non-traded time amount Formula 4 Here, K is a proportionality coefficient. Moreover, 
in the frequency computed by the above-mentioned formula 2, it is desirable to prepare an upper limit 
and a minimum like the formula 3 mentioned above. 

[0175] The basic configuration of the online server 10 of the gestalt 3 of configuration book operation of 
a timing generating means is the same as that of the gestalten 1 and 2 of the above-mentioned 
implementation. A different point is the configuration of the timing generating means 20. Then, the 
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configuration of the timing generating means 20 of the gestalt 3 of this operation is explained hereafter. 
[0176] First, the example to which timing frequency was changed in the shape of a step by the non- 
operate time explained above (3-1) is explained. 

[0177] The configuration block Fig. of this timing generating means 20 is shown in drawin g 7 . As 
shown in this drawing, the timing generating means 20 is equipped with 5th timing generating means 
20c and the 20d of the 6th timing generating means. 

[0178] 5th timing generating means 20c generates timing by the 5th frequency, when the non-operate 
time is over the predetermined reference value. And the 20d of the 6th timing generating means 
generates timing by the 6th frequency lower than the 5th frequency, when the non-operate time is not 
over the predetermined reference value. 

[0179] In addition, in changing frequency continuously, the timing generating means 20 generates 
timing based on the frequency which is the result of only calculating and calculating the above- 
mentioned formula 3. 

[0180] By such configuration, the occurrence frequency of timing can change according to a non- 
operate time, and personal authentication in consideration of the reinforcement of the security demanded 
from a non-operate time can be performed. 

[0181] Next, what is necessary is to transpose the above-mentioned 5th timing generating means 20c to 
the 7th timing generating means expressed below, and just to transpose to an 8th timing generating 
means to express the 20d of the 6th timing generating means below, when changing timing frequency in 
the shape of a step by the non-traded time amount explained above (3-2). 

[0182] The 7th timing generating means generates timing by the 7th frequency, when non-traded time 
amount is over the predetermined reference value. And the 8th timing generating means generates 
timing by the 8th frequency higher than the 7th frequency, when non-traded time amount is not over the 
predetermined reference value. 

[0183] By such configuration, the occurrence frequency of timing can change according to non-traded 
time amount, and personal authentication in consideration of the reinforcement of the security demanded 
from a non-operate time can be performed. 

[0184] In addition, when changing frequency continuously, as mentioned above, by the formula 4, the 
timing generating means 20 calculates frequency and only generates timing based on the result. 
[0185] Actuation of the timing generating means 20 of the gestalt 3 of this operation is explained below 
actuation of a timing generating means. 

[0186] The flow chart showing actuation of the timing generating means 20 is shown in drawin g 8 . The 
actuation shown in this flow chart is actuation to which the occurrence frequency of timing is changed 
according to the non-operate time explained above (3-1). 

[0187] Inspection of a non-operate time is conducted in step S8-1 of drawin g 8 . When the non-operate 
time is over the predetermined reference value as a result of this inspection, processing shifts step S8-2, 
and when having not exceeded, processing shifts to step S8-3. 

[0188] Step S In 8-2, generating of timing is performed by the 5th predetermined frequency. 
[0189] Step S In 8-3, generating of timing is performed by the 6th frequency lower than the 5th 
frequency. 

[0190] It is possible to change the frequency of timing according to a non-operate time as mentioned 
above. 

[0191] Next, the flow chart showing the actuation in the case of changing frequency continuously 
explained by the formula 3 of the above (3-1) is almost the same as that of above-mentioned drawin g 5 . 
A different point is a point that count according [ the count of step S5-1 in drawin g 5 R> 5 ] to the 
above-mentioned formula 3 is performed. Other actuation is completely the same. 
[0192] It is possible to change the frequency of timing continuously according to a non-operate time as 
mentioned above. 

[0193] Next, the flow chart showing the actuation in which the occurrence frequency of timing is 

changed to drawin g 9 according to the non-traded time amount explained above (3-2) is shown. 

[0194] Inspection of non-traded time amount is conducted in step S9 -1 of drawin g 9 . When non-traded 
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time amount is over the predetermined reference value as a result of this inspection, processing shifts at 
step S9 -2, and when having not exceeded, processing shifts to step S9 -3. 
[0195] In step S9 -2, generating of timing is performed by the 7th predetermined frequency. 
[0196] In step S9 -3, generating of timing is performed by the 8th frequency lower than the 7th 
frequency. 

[0197] It is possible to change the frequency of timing according to non-traded time amount as 
mentioned above. 

[0198] Next, the flow chart showing the actuation in the case of changing frequency continuously 

explained by the formula 4 of the above (3-2) is almost the same as that of above-mentioned drawin g 5 . 

A different point is a point that count according [ the count of step S5-1 in drawin g 5 R> 5 ] to the 

above-mentioned formula 4 is performed. Other actuation is completely the same. 

[0199] Thus, it is possible to change the frequency of timing continuously according to non-traded time 

amount. 

[0200] Since the frequency of the timing which performs personal authentication was changed according 
to a non-operate time or non-traded time amount according to the gestalt 3 of this operation as stated 
above, it is possible to perform personal authentication in consideration of whether a malfeasance is easy 
to be performed. 

[0201] With the gestalten 1-3 of the gestalt 4 above-mentioned implementation of operation, since 
personal authentication actuation was performed to random timing, so-called "spoofing" can be 
prevented effectively. 

[0202] However, there is no time constraint in a password or a signature entry-of-data standby 
condition, and it is possible using that time amount to ask him a password etc. having permitted that this 
standby condition continued forever without any restriction. In the case of signature data etc., it is 
difficult to input, if he is not taken, but it is not impossible without time constraint to take him, either. 
[0203] Then, with the gestalt 4 of this operation, after transmitting the message which stimulates an 
input to a user in the personal authentication approach into which a password and signature data are 
made to input, when an input is not performed in predetermined time, the personal authentication 
approach which stops an on-line service is proposed. 

[0204] Thus, if constituted, since time allowances, such as asking him, can be abolished compared with 
the case where there is no time constraint, it is possible to prevent a malfeasance further. 
[0205] The online servers 10 of the gestalt 4 of this operation are the configuration shown by drawin g 
1 , and the same configuration. A different point is actuation of the personal authentication means 22. 
Hereafter, actuation is explained based on the flow chart of drawing 10 R> 0. In this flow chart, 
actuation of personal authentication means 22 the very thing is shown, and generating of random timing 
etc. is omitted. It is because generating of random timing etc. is the same as that of the gestalten 1-3 of 
the above-mentioned implementation. 

[0206] First, in step SI 0-1, the personal authentication means 22 demands authentication entries of data, 
such as signature data and a password, from a user. This actuation itself is the same as that of the 
gestalten 1-3 of the above-mentioned implementation. In the text, the data used for the certification of it 
being data showing him, such as a password and signature data, and being him are called authentication 
data. 

[0207] Next, in step SI 0-2, the personal authentication means 22 inspects whether authentication data, 
such as a password, were inputted. As a result of inspection, when having not inputted yet, processing 
shifts to step S10-3. When finishing [ an input ], processing shifts to step S10-5. 
[0208] Step S In 10-3, when it is inspected whether predetermined time passed and predetermined time 
has passed, it is judged as those with possibility that a malfeasance will be performed, and shifts to step 
S10=4, and an on-line service is stopped. When predetermined time has not passed, the check of return 
and an authentication entry of data is continued by step SI 0-2. 

[0209] Step S In 10-5, it inspects whether it agrees with the data with which the password etc. is 
registered beforehand (in the case of signature data, it approximates). Consequently, in agreeing, 
processing shifts to step S10-5, and when it is judged that it is not right, processing shifts to step S10-4. 
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[0210] Step S In 10-5, a user judges that he is him and it continues an on-line service. 
[0211] Thus, in the gestalt 4 of this operation, even if it prepared the time limit so to speak on the 
occasion of the input of a password etc. and exceeded predetermined time, when a password etc. was not 
entered, it judged that possibility that a malfeasance will be performed was high, and the on-line service 
was stopped. 

[0212] Consequently, according to the gestalt 4 of this operation, a malfeasance can be prevented 
further. 

[0213] In addition, with the gestalt 4 of this operation, the activation timing of personal authentication 
itself is random timing like the gestalten 1-3 of the above-mentioned implementation. However, in case 
authentication data are made to input, it is also desirable to carry out only the description matter of the 
gestalt 4 of this operation of preparing a time limit. In that case, actuation which is the already regular 
timing, for example, the timing at the time of a log in, and was shown by above-mentioned drawin g 10 
is performed. 
[0214] 

[Effect of the Invention] since personal authentication actuation is performed to random timing 
according to this invention as stated above - him - it becomes difficult for the third person of an except 
to receive an on-line service. 

[0215] Specifically, it is possible to prevent so-called "spoofing." Therefore, it is possible to prevent the 
action of a father making the child execute dealings by proxy based on a father's contract etc. Moreover, 
when the dealings person who is him removes a seat, a third person can prevent the malfeasance of 
trading without notice. 

[0216] Moreover, since personal authentication actuation from which precision differs was performed 
based on the dealings amount of money, it is possible to perform personal authentication corresponding 
to the security reinforcement demanded. 

[0217] Furthermore, since the frequency where personal authentication was performed was changed 
based on the contents of dealings, such as the dealings amount of money and the dealings track record, it 
is possible to perform personal authentication according to the contents of dealings. 
[0218] Moreover, since the frequency where personal authentication was performed was changed based 
on the contents of actuation, such as a non-operate time and non-traded time amount, activation of a 
malfeasance is able to perform difficult personal authentication. 

[0219] Furthermore, since it judged that a possibility that a malfeasance may be performed was strong 
and the on-line service was stopped when a limit was prepared in authentication entry-of-data time 
amount, such as a password, and it went through the time limit, a malfeasance can be prevented further. 
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l.This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2 **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawin g ll It is a configuration block Fig. about the personal authentication of the online server 10 of 
the gestalt 1 of suitable operation of this invention. 

[Drawin g 2] It is a flow chart showing the flow of personal authentication actuation of the gestalt 1 of 
operation. 

[Drawing 31 It is the configuration block Fig. of 
operation. 

[Drawing 41 It is a flow chart showing actuation 
operation. 

[Drawin g 51 It is a flow chart showing actuation 
operation. 

[Drawin g 61 It is a flow chart showing actuation 
operation. 

[Drawin g 71 It is the configuration block Fig. of 
operation. 

[Drawin g 81 It is a flow chart showing actuation 
operation. 

[Drawing 91 It is a flow chart showing actuation 
operation. 

[Drawing 101 It is a flow chart showing actuation of the personal authentication means of the gestalt 4 of 
operation. 

[Drawing 111 It is a flow chart showing the flow of actuation of the conventional online trade. 
[Description of Notations] 
10 Online Server 
12 Internet 
14 User 

16 Service Means 

20 Timing Generating Means 

20a The 1st timing generating means 

20b The 2nd timing generating means 

20c The 5th timing generating means 

20d The 6th timing generating means 

22 Personal Authentication Means 

22a. The 1st personal authentication means 

22b The 2nd personal authentication means 
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